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1. Executive Summary

1.1 Purpose of This Report
This report provides a rigorous, primary-source-based comparison of eight significant decentralized platforms and protocols. It is
written to support concrete evaluation and selection decisions for infrastructure and application architecture.

The systems examined span personal data storage, social networking, real-time messaging, content distribution, and continuous file
synchronization.

System Primary Role

Nostr Minimal open social protocol

Peergos Encrypted p2p filesystem + social + application platform

Solid Personal data pods and linked-data ownership model

IPFS Content-addressed distributed storage and naming

Secure Scuttlebutt (SSB) Local-first, offline-capable social protocol

Syncthing Continuous peer-to-peer file synchronization

Matrix Open standard for decentralized real-time communication

ActivityPub / Fediverse W3C federated social networking protocol and network

The report examines each system across: history and design philosophy, architecture and core primitives, identity model, data
model, cryptography and privacy guarantees, client/server ecosystems, current status (mid-2026), practical functionality, known
limitations, and comparative position.

1.2 Central Findings
• Protocol design strongly predicts client ecosystem health. Systems that define a simple open wire protocol and leave client
implementation unconstrained (Nostr, ActivityPub, Matrix, IPFS, SSB) have produced significantly larger independent client ecosystems
than vertical platforms (most notably Peergos).

• Peergos currently offers the strongest integrated privacy model for encrypted personal storage + fine-grained cryptographic access
control + metadata resistance + post-quantum sharing. This comes at the cost of almost no independent third-party clients.

• Nostr achieves the highest degree of client portability through extreme protocol simplicity and pure cryptographic identity.

• Solid remains the purest expression of user-controlled data ownership, but its application ecosystem and end-user polish lag
behind more mature systems.

• ActivityPub is a mature W3C Recommendation whose real-world success depends heavily on community FEPs and de-facto
conventions (WebFinger + HTTP Signatures).

• Syncthing remains the practical gold standard for continuous, encrypted, server-less folder synchronization.

• Matrix provides the most mature production-grade decentralized messaging platform, with strong E2EE, bridging, and a large
independent client base.

• IPFS functions primarily as infrastructure — excellent content addressing, leaves encryption and social features to higher layers.



1.3 Illustrative Identity & Data Primitives
To make the differences concrete early, here are minimal examples of how identity and core data objects look in three of the
systems.

Nostr – Event (NIP-01)

{ "id": "4376c65d2f232afbe9b882a284643be6f0f05f0256ee5c286d5cd4d3de0b8652", "pubkey":
"6e468422dfb74a5738702a8823b9b28168abab8655faacb6853cd0ee15deee93", "created_at": 1671217411, "kind": 1, "tags": [["e",
"5c83da77af1dec6d728983499fdf51e45c90b4745ac493927103d9d9a221cfe8"]], "content": "Hello, decentralized world", "sig":
"908a15e46fb4d42cd85064005ee65b2d04c8d46cb3e8a29ac8e2e2f926c4a5c4..." }

Identity is the pubkey. The id is SHA-256 of a canonical serialization; sig is a Schnorr signature over that id.

Peergos – Capability-oriented access (conceptual)

Capability { owner: PublicKey, writer: PublicKey (or derived), mapKey: SymmetricKey, location: ContentAddressedPointer,
access: Read | Write | ... }

Authorization is cryptographic (capabilities), not server-mediated ACL strings. Actual on-wire representation uses encrypted chunks +
signed metadata.

ActivityPub – Create activity (simplified)

{ "@context": "https://www.w3.org/ns/activitystreams", "type": "Create", "actor": "https://example.social/users/alice",
"object": { "type": "Note", "content": "Hello from the Fediverse", "to": ["https://www.w3.org/ns/activitystreams#Public"] } }

Identity is typically an HTTP URI (Actor) discovered via WebFinger (acct:alice@example.social).

These three examples already illustrate a major design axis: cryptographic keypair identity (Nostr, SSB, Peergos) versus
domain/URI-based identity (ActivityPub, Matrix, Solid).

1.4 Decision-Oriented Summary Table

Need Primary Recommendation Strong Alternatives

Censorship-resistant public microblogging Nostr or ActivityPub SSB

Private encrypted personal storage + sharing Peergos Solid + client-side encryption, Syncthing

Continuous multi-device file sync Syncthing Peergos sync

Secure team / community messaging Matrix Nostr DMs, Peergos chat

User-controlled data ownership & app interop Solid Peergos application model

Content-addressed permanent distribution IPFS Peergos (encrypted)

Offline-first social interaction SSB Nostr with local relays

1.5 How This Report Is Organized
Subsequent segments will expand each platform in depth (history, architecture, functionality, current status, client ecosystem,
comparisons), followed by cross-cutting analyses of features, security models, architectural patterns, and a practical decision
framework.

All factual claims are grounded in primary documentation retrieved and validated in August 2026. Source references appear at the
end of the full report and are footnoted in later sections.
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