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2. Scope, Methodology and Limitations

2.1 Scope

This report examines eight decentralized systems that address storage, social interaction, messaging, content distribution, or continuous
synchronization. Selection criteria: active development and public documentation (mid-2026); non-trivial client/server ecosystem (or
deliberate vertical privacy design worth contrasting); relevance to architectural decisions around data ownership, privacy, censorship
resistance, offline capability, or multi-client portability.

Nostr Protocol Open social / event-based communication
Peergos Vertical platform Encrypted global filesystem + social + apps
Solid Specification + ecosystem Personal data pods / data ownership

IPFS Protocol suite Content-addressed distributed storage
Secure Scuttlebutt Protocol Local-first social networking

Syncthing Application / protocol Continuous peer-to-peer file sync

Matrix Protocol + ecosystem Decentralized real-time communication
ActivityPub / Fediverse Protocol + network Federated social web

Out of scope: pure blockchain platforms (unless used only as anchoring), centralized services with decentralization marketing, experimental
single-implementation prototypes, and privacy messaging apps that are not primarily protocol-based.

2.2 Methodology

Primary sources preferred: official project websites and documentation, protocol specifications (W3C, NIPs, FEPs), official
GitHub/Codeberg organizations, published security audits, official client/server directories.

Evaluation dimensions applied to every system: history and design goals; core architecture and primitives; identity model; data model and
mutability; cryptography, encryption defaults, and metadata exposure; client and server ecosystem size and diversity; current production
status and known limitations; comparative position against the other seven systems.

Validation rule: Every major factual claim is expected to be traceable to a primary document retrieved in August 2026. Unverifiable claims
are omitted or explicitly marked.

2.3 Limitations
« Client counts are qualitative (publicly visible, maintained projects). Private or ephemeral clients are not counted.
« Performance numbers come from project documentation or published benchmarks.
« Statements reflect the state of knowledge as of mid-August 2026.
« No original cryptographic analysis or penetration testing was performed; the report relies on published audits and specification claims.
« “Strong multi-client ecosystem” is a judgment based on number of independent implementations, activity, and identity portability.

3. Conceptual Landscape of Decentralization

Understanding the eight systems requires a shared vocabulary of design axes. The differences that matter most for architectural decisions fall
into four categories.

3.1 Protocol-First vs Vertical Platform

Protocol -First Vertical Platform essssssssssssssss sesssssssmmmmmnnn Define wire format + rules Ship protocol + reference Leave
client inplenmentation server + official clients + open application nodel together Exanples: Nostr, ActivityPub, Exanples: Peergos |PFS,
Matrix, SSB

Implication: Protocol-first designs tend to produce larger independent client ecosystems. Vertical platforms can offer tighter integration and
stronger default privacy, but raise the cost of writing alternative clients.

3.2 Identity Models

=

Cryptographic keypair Identity is a public key. No central registration. Nostr, SSB, Peergos
Domain / URI-based Identity is an HTTP URI or user@domain (WeblD, Matrix ID, Actor). Solid, ActivityPub, Matrix
Device certificate Identity is a long-lived device key / certificate. Syncthing

Code illustration — keypair identity (Nostr style)

# Conceptual — using a secp256kl library from coincurve inmport PrivateKey private_key = PrivateKey() public_key =
private_key. public_key. format (conpressed=True). hex() # public_key is now the stable user identifier



URI identity examples

htt ps://exanpl e. soci al /users/alice ~ Actor / Wbl D acct:al i ce@xanpl e. soci al

~ WebFinger form@lice:matrix.org ~ Mtrix |ID

3.3 Data Models
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Append-only signed feed / event log

Immutable signed records. Easy to verify, hard to edit history. Nostr events, SSB feeds
Content-addressed blocks Data addressed by cryptographic hash (CID). Natural integrity + deduplication.

IPFS, Peergos
Resources can be updated; access controlled by lists or cryptographic Solid, Matrix, Peergos
capabilities.

Content-addressing sketch (IPFS / Peergos style)
File - chunk - hash(chunk)

Mutable resources + ACLs / capabilities

- CID ¢ Merkle DAG of CIDs + Root CID identifies the whole file (or directory)
Any change to content produces a new CID. This is the foundation of both IPFS and Peergos storage layers.

3.4 Trust and Threat Assumptions

Trustless / cryptographic verification

Client can verify integrity and (where designed) confidentiality without trusting the | Peergos, IPFS (integrity), Nostr
server. (signatures)
Semi-trusted relays / homeservers Servers see metadata or can censor, but cannot forge signed content. Nostr relays, Matrix homeservers,

ActivityPub instances
Local-first + optional gossip

Primary data lives on the user’s devices; network is used for synchronization. SSB, Syncthing

3.5 Summary Diagram (Text)
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These four axes (protocol vs vertical, identity model, data model, trust assumptions) will be referenced repeatedly in the platform profiles that
follow. They explain most of the practical differences in client ecosystems, privacy guarantees, and operational complexity.

End of Section 2 « Next: Platform Deep Profile — Nostr



