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8.1 Overview

Attribute Value

Full name Syncthing

Type Continuous peer-to-peer file synchronization

Primary identity Device certificate → Device ID (SHA-256 fingerprint)

Core behaviour Block-level continuous sync of selected folders across approved devices

Official site / docs https://syncthing.net • https://docs.syncthing.net

Source https://github.com/syncthing/syncthing

Primary design goal Reliable, encrypted, server-less continuous file synchronization

Syncthing is deliberately narrow: it synchronizes folders between devices you explicitly trust. It does not provide a social network or public content
distribution. That narrowness is a major strength.

8.2 History and Design Philosophy

Created by Jakob Borg; first released December 2013; written in Go; continuous active development. Principles: your data stays yours; encrypted in
transit (TLS); explicit trust via Device IDs; continuous sync; cross-platform. Optional public discovery/relays; users can self-host or use direct/LAN only.

8.3 Architecture
■■■■■■■■■■■■■■ TLS (BEP) ■■■■■■■■■■■■■■ ■ Device A ■ ■■■■■■■■■■■■■■■■■■■■■■■■■■ ■ Device B ■ ■ folders ■ Block Exchange ■

folders ■ ■■■■■■■■■■■■■■ ■■■■■■■■■■■■■■ ■ optional discovery / relays ■ ■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■ ▼ Global
Discovery / Relay servers

Device = Syncthing instance (Device ID from certificate). Folder = directory shared with selected devices. Index/Model = local metadata + block hashes.
BEP runs over TLS. Discovery (local + global) and optional relays assist connectivity.

8.4 Identity and Synchronization Model

Device ID = human-friendly encoding of SHA-256 certificate fingerprint. Devices must be explicitly approved. Files split into blocks with hashes; only
changed blocks transferred. Local / announced / global versions tracked. Versioning strategies available. Optional untrusted-device mode encrypts
names, metadata and content with a folder password (XChaCha20-Poly1305 + AES-SIV) so a remote can store ciphertext only.

8.5 Security, Clients and Status

Security: TLS between devices; Device ID authentication; optional folder encryption for untrusted peers; relays see only ciphertext.

Clients: Core binary + web UI; official macOS app; Android wrappers (Syncthing-Fork etc.); Docker/packages; CLI/API. Healthy ecosystem of trays and
integrations.

Status Aug 2026: Stable 2.1.x line (2.1.3 early August); continuous releases; large installed base; discovery/relay infrastructure available; untrusted
encryption present (use with awareness); excellent docs.

8.6 Strengths and Limitations

Strengths: extremely reliable continuous sync; strong transport encryption + explicit trust; no central account; cross-platform; efficient blocks; mature &
maintained; optional encrypted untrusted sharing; clear narrow scope.

Limitations: not social or public distribution; no global content addressing; discovery/relays are conveniences some replace; advanced
conflict/versioning needs configuration; not a collaborative editor.

8.7 Comparative Position

Dimension vs Peergos vs IPFS vs SSB vs Matrix

Primary purpose Continuous file sync Content distribution Offline social Real-time messaging

Encryption in transit TLS always Optional/higher layer Optional E2EE available

Identity Device certificate PeerID / none User keypair User@homeserver

Always-on server needed No No (pinning helps) No Yes

Best for Multi-device consistency Verifiable content Resilient social Chat & collaboration

Syncthing is the practical gold standard in this survey for continuous, encrypted, server-less folder synchronization. It complements social protocols and
content-addressed storage.

8.8 Key Primary Sources

• https://syncthing.net • https://docs.syncthing.net • https://github.com/syncthing/syncthing

• BEP, discovery, relay and security documentation on docs.syncthing.net

• Device ID and untrusted-device encryption specifications
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