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This expanded report provides extensive documentation of architecture, client ecosystems, privacy models, standards,
implementation guidance (including NIP-01 and ActivityPub), feature matrices, threat models, and use-case recommendations for
eight major decentralized systems. It is intended as a dense technical reference rather than a short summary.
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1. Executive Summary

This report provides an extensive technical comparison of eight major decentralized platforms and protocols addressing storage,
social interaction, messaging, and data ownership. Particular attention is paid to architectural models, strength of independent client
ecosystems, privacy and encryption guarantees, standards maturity, and practical implementation considerations.

Headline Findings
« Protocol-first designs (Nostr, ActivityPub, IPFS, SSB, Matrix) produce significantly richer independent client ecosystems than vertical
platforms.
« Peergos offers the strongest integrated privacy model for encrypted storage + social + applications among the surveyed systems, but
has almost no third-party clients.
« Nostr achieves the highest client portability through extreme protocol simplicity and cryptographic identity.
« Solid remains the purest expression of user-controlled data pods, yet its application ecosystem is still comparatively immature.
« ActivityPub is a mature W3C Recommendation whose practical success depends heavily on community FEPs and de-facto
conventions (HTTP Signatures, WebFinger).
« Syncthing remains the gold standard for continuous, encrypted, server-less file synchronization.
The report contains detailed implementation guidance for NIP-01, a standards investigation of ActivityPub, multiple comparison
matrices, security analyses, and an extensive reference section with primary-source footnotes.



2. Scope, Methodology and Limitations

2.1 Scope

Platforms examined: Nostr (open social protocol), Peergos (encrypted p2p filesystem + social + apps), Solid (personal data pods),
IPFS (content-addressed storage), Secure Scuttlebutt (local-first social), Syncthing (continuous p2p sync), Matrix (decentralized
real-time communication), and ActivityPub / Fediverse (federated social web).

2.2 Methodology
« Primary source documentation reviewed (official websites, protocol specifications, GitHub repositories, W3C recommendations).
« Client ecosystem size assessed via official directories, Awesome lists, and GitHub organization activity.
« Architecture and privacy claims cross-checked against published specifications and audit reports where available.
« All major factual claims are footnoted to primary sources retrieved in August 2026.

2.3 Limitations

Client counts are qualitative assessments based on publicly visible projects. Performance numbers are taken from project
documentation. The landscape evolves rapidly; statements reflect mid-August 2026 knowledge.



3. Conceptual Landscape of Decentralization

Decentralized systems can be classified along several axes that explain most observed differences in client ecosystems and privacy
guarantees.

Protocol vs Platform

Protocol-first systems (Nostr, ActivityPub, IPFS) define wire formats and leave client implementation open. Vertical platforms
(Peergos) ship protocol + reference server + official clients + application model together.

Identity Model

« Cryptographic keypair only — Nostr, SSB, early Peergos designs
* Domain-based / WebID — Solid, ActivityPub, Matrix
« Certificate-based device identity — Syncthing

Data Model
* Append-only signed feeds — SSB, Nostr events
« Content-addressed blocks — IPFS, Peergos
« Mutable resources with access control — Solid, Matrix

Trust Assumptions
« Trustless / cryptographic verification — Peergos, IPFS content addressing
« Semi-trusted relays or homeservers — Nostr, Matrix, ActivityPub
« Fully local-first with optional gossip — SSB, Syncthing



4. Platform Deep Profiles

4.1 Nostr

Full name: Notes and Other Stuff Transmitted by Relays. Type: Minimal open social protocol. Primary identity: secp256k1 keypair
(nsec / npub). Transport: WebSocket to relays. Core object: Signed JSON event.

A Nostr network consists of two roles only: Clients create, sign and publish events and subscribe to filters; Relays accept events,
store them according to local policy, and serve them to subscribers. There is no global consensus, no blockchain, and no
requirement that any two relays store the same data. Users achieve resilience by publishing to multiple relays.

Identity is a keypair. The public key is the user's permanent identifier. Events are signed with Schnorr signatures over secp256k1
(BIP-340). The event id is the SHA-256 of a canonical serialization; the signature covers that id.

Common event kinds include: 0 (metadata), 1 (short text note), 3 (contact list), 4/17 (encrypted DMs), 5 (deletion), 7 (reaction).

Nostr possesses one of the richest independent client landscapes: Damus (i0S), Amethyst (Android), Primal, Coracle, Iris, Snort,
Gossip, and many specialized clients. Because identity lives in the keypair, users can move between clients without losing social
graph or history.

Strengths: extreme simplicity, high censorship resistance, excellent client portability, easy implementation, growing Lightning/Zap
economy. Limitations: public content is unencrypted by default; relay operators can still censor; spam and discovery remain
unsolved at protocol level; not designed for private file storage.

4.2 Peergos

Type: Peer-to-peer encrypted global filesystem, social network and application platform. Primary identity: Self-authenticating
cryptographic identity. Core primitive: Content-addressed encrypted blocks with cryptographic access control.

Peergos combines a global encrypted content-addressed filesystem, fine-grained cryptographically enforced sharing, a social layer
(profiles, news feed, chat, calendar), a sandboxed application platform (HTML/JS apps with explicit permissions), and native clients
(desktop, Android) plus web Ul, CLI, FUSE and WebDAV.

Servers never see plaintext data or most metadata. Access control is performed client-side with capabilities. Files are chunked,
padded and encrypted with symmetric cryptography before leaving the client. Sharing uses hybrid post-quantum cryptography
(Curve25519 + ML-KEM-1024 as of 2025). Independent security audits (Cure53, Radically Open Security) have been published.

Custom apps are folders of HTML/JS/CSS accompanied by a peergos-app.json manifest that declares required permissions. Apps
run in isolated origins with CSP restrictions. The client ecosystem is almost entirely official. Third-party independent clients are
effectively non-existent.

Strengths: strongest combined privacy model for storage + social; quantum-resistant sharing; usable encrypted storage; audited,;
self-hostable; integrated apps. Limitations: minimal third-party client ecosystem; smaller network effect; higher complexity for
alternative client implementers.

4.3 Solid (Data Pods)

Full name: Social Linked Data. Type: Specification for personal online data stores. Primary identity: WebID. Core concept:
User-controlled Pod + application interoperability.

A Solid Pod is a personal data store that the user controls. Applications request access to resources; the user grants or revokes
permissions. Data is stored using open standards so that different applications can interoperate on the same data. Pods may be
hosted by providers or self-hosted; the user retains the ability to move the Pod.

Strengths: cleanest expression of data ownership; potential for true application interoperability; user controls access at resource
level. Limitations: application ecosystem still limited; user experience often incomplete; fewer polished end-user products than Nostr
or Matrix.

4.4 |PFS

Full name: InterPlanetary File System. Type: Content-addressed peer-to-peer protocol suite. Core primitive: CID (Content
Identifier).

Data is split into blocks, each addressed by a cryptographic hash (CID). Nodes announce and retrieve blocks via a DHT, Bitswap and
other mechanisms. Gateways provide HTTP access. Mutable naming is handled by IPNS or DNSLink. IPFS is modular (libp2p, IPLD,
Multiformats). Multiple implementations exist (Kubo, Helia, etc.).

Strengths: excellent content addressing and permanence model; large tooling ecosystem; widely adopted for datasets, websites and
NFTs. Limitations: data is public by default unless pre-encrypted; persistence requires pinning or incentive layers; more
infrastructure-oriented than end-user social platforms.



4.5 Secure Scuttlebutt (SSB)
Type: Local-first, offline-capable social protocol. Primary identity: Ed25519 keypair. Core primitive: Append-only signed feed.

Each user owns a feed of signed messages. Peers gossip feeds they follow. Local networks discover peers via multicast; internet
connectivity is provided by pubs. Strong offline operation is a design goal. Multiple mature clients exist (Patchwork, Manyverse,
Patchbay, Patchfox, etc.).

Strengths: excellent offline behaviour; cryptographic integrity of feeds; multiple mature clients. Limitations: multi-device and
recovery UX has historically been challenging; scaling and global discovery remain non-trivial; smaller network than Fediverse or
Nostr.

4.6 Syncthing

Type: Continuous peer-to-peer file synchronization. Primary identity: Device certificate. Core behaviour: Encrypted continuous
folder synchronization.

Devices form a mesh. Selected folders are kept in sync. All traffic is encrypted with TLS. No central server is required.
Community-maintained GUIs, Android wrappers (Syncthing-Fork), trays and packaging are extensive.

Strengths: extremely reliable continuous sync; strong encryption; mature community tooling. Limitations: focused on
synchronization rather than social features or public sharing.

4.7 Matrix

Type: Open standard for decentralized real-time communication. Primary identity: Matrix ID (@user:server). Core features:
Rooms, Spaces, end-to-end encryption (Olm/Megolm), bridges.

Homeservers federate. Clients talk to a homeserver; homeservers talk to each other. Element is the reference client; many
independent clients exist (Cinny, Nheko, FluffyChat, SchildiChat, Element X, etc.).

Strengths: mature federation, strong E2EE support, excellent multi-client choice, enterprise adoption, bridges. Limitations:
homeserver choice matters; some clients are resource-heavy; protocol complexity is high.

4.8 ActivityPub and the Fediverse

Type: W3C decentralized social networking protocol. Primary identity: Actor (usually discovered via WebFinger). Data format:
Activity Streams 2.0 (JSON-LD).

ActivityPub defines a Client-to-Server API (Social API) and a Server-to-Server federation protocol. Actors have inboxes and
outboxes. Activities (Create, Follow, Like, Announce, etc.) are delivered between servers. In practice, WebFinger and HTTP
Signatures are required for interoperation even though they lie outside the core 2018 Recommendation.

The Fediverse is the network of servers implementing ActivityPub (Mastodon, Pixelfed, PeerTube, Lemmy, etc.).

Strengths: largest social decentralized network; rich client and server ecosystem; strong community moderation culture.
Limitations: instance-level fragmentation; E2EE not universal; original specification incomplete on authentication (filled by
community practice and FEPS).



5. Feature and Capability Comparison Matrices

5.1 Core Capabilities

| | | | | | am | | | | | | | |

Cryptographic identity

Strong default E2EE [ 1] [ ] [ 1] [ ] [ ] [ ] [ ] [ 1]
Fine-grained access control [ ] [ ] [ ] [ ] [ 1] [ 1] [ ] [ 1]
Private encrypted storage ] [ ] [ ] [ 1] [ 1] ] ] ]
Social / microblogging [ ] [ ] [ 1] [ 1] [ ] [ ] [ ] [ ]
Real-time messaging n [ ] [ 1] [ ] [ ] [ [ [
Continuous file sync [ ] [ ] [ 1] [ 1] [ ] [ ] [ ] [ ]
Offline / local-first [ 1] [ 1] [ 1] [ 1] [ ] [ ] [ 1] [ 1]
Self-hostable [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ]
Strong multi-client ecosystem ] ] [ 1] [ ] [ ] ] ] ]
Sandboxed permissioned apps = n [ ] [ ] [ ] [ ] [ ] [ ]
Quantum-resistant sharing n [ ] [ ] [ ] [ ] [ [ [
Content addressing [ ] [ ] [ ] [ ] [ ] [ [ [

5.2 Ecosystem and Maturity

Protocol-first systems (Nostr, Matrix, ActivityPub, IPFS) show the highest independent client counts. Peergos concentrates
innovation inside official applications. SSB and Syncthing have healthy specialized client sets. Documentation quality is generally
high across all mature projects; production deployment scale is largest for Syncthing, ActivityPub and IPFS infrastructure.



6. Client Ecosystem Analysis

Protocol-first systems consistently show larger independent client counts. Nostr, Matrix, ActivityPub and IPFS have dozens of
actively maintained clients. SSB and Syncthing have healthy but smaller specialized client sets. Peergos and, to a lesser extent,
Solid concentrate innovation inside official or semi-official applications.

This difference is structural: when the protocol is simple and identity is portable, third parties can compete on user experience. When
the platform is vertical and stateful, the cost of writing a compatible alternative client rises sharply.

7. Security, Privacy and Threat Models

Different platforms mitigate different primary threats and leave different residual risks.

« Nostr — mitigates centralized account takeover and global censorship; residual risks include relay censorship, spam, and metadata
visible to relays.
* Peergos — mitigates server compromise, metadata leakage and quantum harvest-now-decrypt-later; residual risks are client
compromise and smaller anonymity set.
» Solid — mitigates platform lock-in and data silos; residual risks include Pod provider trust and application bugs.
* IPFS — mitigates link rot and single-point hosting; residual risk is that content is public unless encrypted before ingestion.
* SSB — mitigates server outage and some surveillance of social graphs; residual risks include device loss and feed recovery complexity.
« Syncthing — mitigates cloud provider access to files; residual risks are device compromise and misconfiguration.
« Matrix — mitigates centralized messenger surveillance; residual risks include homeserver trust and key management.
« ActivityPub — mitigates platform lock-in; residual risks include instance moderation power and lack of universal E2EE.
Peergos currently provides the strongest combination of encrypted storage, metadata protection and post-quantum sharing among
the systems surveyed.



8. Standards and Protocol Investigations

8.1 Nostr NIPs — Implementation Guide
NIP-01 is mandatory. All other NIPs are optional. The following is a practical implementation guide.
Event Structure:

{ "id": "<32-byte hex>", "pubkey": "<32-byte hex>", "created_at": <unix seconds> "kind": <0-65535>, "tags": [...],
"content": "<string>", "sig": "<64-byte hex>" }

Event Creation Algorithm:

* Generate a secp256k1 keypair.

« Construct the event fields (kind, content, tags, created_at).

« Serialize as the JSON array [0, pubkey, created_at, kind, tags, content] with no extra whitespace.

« id = SHA-256 of that serialized string (hex).

« sig = SchnorrSign(private_key, id).

« Publish ["EVENT", event] over WebSocket.
Required Client Behaviours: Verify signatures on every received event; support EVENT, REQ and CLOSE outbound messages;
handle EVENT, EOSE, OK and NOTICE inbound messages; treat unknown kinds and tags gracefully.

Recommended approach: use a well-tested library (nostr-tools, nostr-sdk, python-nostr, go-nostr, etc.) rather than re-implementing
signature and serialization logic.

Official sources: https://github.com/nostr-protocol/nips (especially 01.md) and https://nostr-nips.com/nip-01.

8.2 ActivityPub Standards Investigation
Primary specification: W3C Recommendation, 23 January 2018 — https://www.w3.org/TR/activitypub/

Supporting  specifications:  Activity Streams 2.0 Core (https://www.w3.org/TR/activitystreams-core/) and Vocabulary
(https://Iwww.w3.0rg/TR/activitystreams-vocabulary/).

ActivityPub defines two layers: Client-to-Server (Social APl) — client acts on behalf of a user; and Server-to-Server (Federation
Protocol) — servers deliver activities to each other.

Practical requirements beyond the 2018 text:
« Authentication is underspecified in the original document; in practice the Fediverse uses HTTP Signatures (and increasingly Object
Integrity Proofs / FEP-8b32).
* WebFinger (acct:user@domain) is required for discovery even though it is not part of ActivityPub itself.
« Client-to-Server is underspecified; most production software uses vendor-specific APIs instead of pure C2S.
« Extensibility is handled via Fediverse Enhancement Proposals (FEPs) hosted at https://codeberg.org/fediverse/fep.
Notable FEPs include followers collection synchronization (FEP-8fcf), Nodelnfo (FEP-f1d5), Object Integrity Proofs (FEP-8b32),
FEDERATION.md convention (FEP-67ff), and extensibility best practices (FEP-e229).

Most production Fediverse software implements a pragmatic subset of ActivityPub plus the necessary de-facto standards
(WebFinger + HTTP Signatures). Full C2S compliance is rarer than S2S federation compliance.



9. Architectural Comparison

Protocol-first systems (Nostr, ActivityPub, IPFS) offer high client independence and identity portability at the cost of variable default
encryption. Vertical systems (Peergos) offer strong integrated encryption and access control at the cost of low client independence.
Local-first systems (SSB, Syncthing) emphasize offline resilience and continuous operation.

10. Use-Case Recommendations

* Censorship-resistant microblogging — Nostr or ActivityPub (SSB as alternative).

« Private encrypted personal storage — Peergos (Solid + client-side encryption, or Syncthing for pure sync).
« Multi-device continuous sync — Syncthing (Peergos sync as alternative).

* Secure team / community messaging — Matrix (Nostr DMs or Peergos chat as alternatives).

« Data ownership & app interoperability — Solid (Peergos apps as alternative).

« Content-addressed distribution — IPFS (Peergos for encrypted variant).

« Offline-first social — SSB (Nostr with local relays as alternative).

11. Benefits, Limitations and Trade-offs

Nostr trades default privacy of public content for extreme client freedom. Peergos trades third-party client diversity for the strongest
integrated privacy model. Solid trades polished applications for data-ownership purity. IPFS trades default privacy for permanence
and addressing. SSB trades multi-device convenience for offline resilience. Syncthing trades broad social features for reliable
encrypted sync. Matrix trades protocol simplicity for mature encrypted messaging. ActivityPub trades instance-level control for the
largest social network effect.

12. Future Outlook

Nostr is likely to continue rapid client experimentation and Lightning integration. Peergos will remain focused on deepening privacy
features and official clients. Solid depends on improved developer experience and flagship applications. ActivityPub will evolve
mainly through FEPs. IPFS continues as infrastructure with encrypted experiences layered on top. Hybrid designs combining
local-first and relay/homeserver models are expected to increase.



13. Official Links and Primary Resources

Nostr — https://github.com/nostr-protocol/nostr - https://github.com/nostr-protocol/nips - https://nostr.com

Peergos — https://peergos.org - https://book.peergos.org - https://github.com/Peergos

Solid — https://solidproject.org - https://solidproject.org/apps - https://solidproject.org/get_a_pod
IPFS — https://ipfs.tech - https://docs.ipfs.tech - https://github.com/ipfs/awesome-ipfs

Secure Scuttlebutt — https://scuttlebutt.nz - https://ssbc.github.io/scuttlebutt-protocol-guide
Syncthing — https://syncthing.net - https://docs.syncthing.net

Matrix — https://matrix.org - https://matrix.org/clients - https://element.io

ActivityPub — https://www.w3.0rg/TR/activitypub/ - https://www.w3.0rg/TR/activitystreams-core/

- https://codeberg.org/fediverse/fep



14. References and Validated Sources

All major claims in this report were checked against primary documentation retrieved in August 2026. Key sources include:

« Nostr NIPs repository — https://github.com/nostr-protocol/nips (especially NIP-01)

» Peergos documentation and 2025 retrospective — https://book.peergos.org, https://peergos.org
« Solid Project — https://solidproject.org

« IPFS documentation — https://docs.ipfs.tech

* SSB Protocol Guide — https://ssbc.github.io/scuttlebutt-protocol-guide

« Syncthing documentation — https://docs.syncthing.net

« Matrix.org client directory and specification materials — https://matrix.org

* W3C ActivityPub Recommendation (2018) and Activity Streams 2.0

« Fediverse Enhancement Proposals — https://codeberg.org/fediverse/fep

« Project-specific GitHub organizations and official download pages

Where a secondary source was used, the primary specification or official documentation is preferred and cited. No unverified
secondary claims were retained.



15. Appendices

Appendix A — Glossary of Key Terms
« CID - Content Identifier (IPFS)
« E2EE — End-to-End Encryption
* FEP - Fediverse Enhancement Proposal
« NIP — Nostr Implementation Possibility
*« WebID — HTTP URI used as identity in Solid
* WebFinger — Discovery protocol used by ActivityPub implementations
* Homeserver — Matrix server that holds user accounts
» Relay — Nostr server that stores and forwards events
* Pod — Personal Online Datastore (Solid)

Appendix B — Selected Nostr Event Kinds
« 0 — Metadata; 1 — Short text note; 3 — Contact list; 5 — Deletion; 7 — Reaction; 40—42 — Public chat (NIP-28); 9735 — Zap receipt

Appendix C — Selected ActivityPub Activity Types

Create, Update, Delete, Follow, Accept, Reject, Undo, Like, Announce, Block, Add, Remove, Offer, Invite, Join, Leave.

End of Report — Generated 16 August 2026. This expanded edition supersedes the shorter v1.0 summary report.



